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Y ou must understand the overview of the upgrade feature. By upgrading the CDP Runtime parcels using Cloudera
Manager, Ozone is also upgraded. This Ozone upgrade provides you with new features that are made available with
the7.1.9 release.

This feature helps you upgrade or downgrade Ozone. Ozone upgrade from Cloudera Manager is managed by
upgrading the CDP parcels. Before upgrading the CDP parcels, as a pre-upgrade step, you must take a backup of OM
metadata and SCM metadata. Ozone will be brought to a read-only state before the upgrade and this helps the OMs to
synchronize before the upgrade. The upgrade is completely managed by Cloudera Manager.

When the new version of Ozone starts, new features are not yet available. This allows you to downgrade to an older
version. In case you wish to downgrade, then the older version of Ozone is restored. However, data written in the
newer version is still readable by the older version of Ozone.

If you wish to finalize the upgrade and enable the new features, you must run the Finalize Upgrade command. This
updates the metadata layout of Ozone services, persists the changes required for the new version, and enables the new
features.

E Note: After running the Finalize Upgrade command, it is not possible to downgrade.

Y ou must shutdown the cluster and take the backup of Ozone Manager (OM) and Storage Container Manager (SCM)
metadata.

Note: To locate the hostnames required to backup OM and SCM, open the Cloudera Manager Admin
Console, go to the Ozone service, and click the Instances tab.

1. Oneach OM, copy the directoriesindicated by the ozone.om.db.dirs and ozone.om.ratis.storage.dir config keysto
the backup location by running thecommandcp -r <confi g_directory> <backup_directory>.

2. On each SCM, copy the directories indicated by the ozone.scm.db.dirs and ozone.scm.ha.ratis.storage.dir
config keys to the backup location by running thecommandcp -r <confi g _directory>
<backup_directory>.

IE Note: You must take a backup of ozone.scm.ha.ratis.storage.dir only if ozone.scm.ratis.enable is set to
true.

Y ou must upgrade the CDP parcels which in turn updates Ozone. To complete the upgrade of Ozone services, you
must finalize the upgrade. This allows you to access the latest features available for thisrelease.

1. Using Cloudera Manager, upgrade the CDP parcels. This upgrades Ozone as well.

2. Click the Finish Upgrade option. In this state you can read and write to ensure that the Ozone cluster is working as
expected. At this stage, you can decide to finalize the upgrade or downgrade to the previous version.
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3. Click the Finalize Upgrade option. At this stage, the cluster will bein the read-only state. After sufficient
DataNodes finalize to serve writes, the cluster will leave the read-only state.

E Note: After running the Finalize Upgrade command, it is not possible to downgrade.

Apache Ozone now supports the multi-tenancy feature. This feature enables Ozone to compartmentalize the resources
and create multiple tenants.

Technical Preview: Thisisatechnical preview feature and considered under development. Do not use thisin your
production systems. To share your feedback, contact Support by logging a case on our Cloudera Support Portal.
Technical preview features are not guaranteed troubleshooting guidance and fixes.

Y ou can access multiple S3-accessible Ozone volumes available over AWS S3 using CLI or APIs. Y ou can control
each of these volumes with Ozone administrator privileges or tenant administrator privileges. Y ou can use Apache
Ranger to control the volume, bucket and key access.

Each tenant by default has a volume assigned. An administrator can provide the volume access to a user. An Access
ID & Secret Key pair is generated for every user to access the volume. An Ozone administrator can then assign one
or more tenant users with the tenant administrator privilege in atenant, so these tenant administrators can assign and
revoke users from the tenant without involving the Ozone administrators.

Before you proceed to enabling the feature, you must understand the prerequisites that is required mandatorily.
« To have asecure cluster, you must enable K erberos Authentication. For more information, see Securing the
cluster using Kerberos.

e You must perform a one-time configuration change in Ranger UserSync to add an om user or short username that
Ozone Manager is using for Kerberos authentication to the ranger.usersync.whitelist.users.role.assignment.rules
configuration.

Note: Thiswould no longer be necessary once Ranger allows service admin users to create, update, and
delete Ranger roles.

e You must have aminimum of one S3 Gateway setup in order to access the tenant buckets with S3 API. For more
information, see Using Ozone S3 gateway.

* You can create additional Ozone policies using Ranger, For more information, see Configure a resource-based
policy.

Y ou must perform the following steps to enable the S3 multi-tenancy feature.

Log in to Cloudera Manager Ul

Navigate to Clusters

Select the Ozone service

Go to Configurations

Search for Enable Ozone S3 Multi-Tenancy and select the checkbox
Click Save Changes

o 0k~ wbdpE
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7. Restart the Ozone service

After setting up the S3 Multi-Tenancy feature, you can create and list tenants, assign users to tenants and also assign
admin privileges, revoke admin access or even delete a tenant and so on.

The following commands assume that the cluster is Kerberized and Ranger enabled.

Note: If you have enabled Ozone Manager HA on the Ozone service, then you must append - - om
IE servi ce- i d= to the commands.

To create a new tenant in the Ozone cluster, you must have cluster admin privileges defined in 0zone.administrators
configuration. When you create a tenant, a volume with the same name will be created. However, tenant name and
volume name must be the same and tenant volume cannot be changed after the tenant is created.

To create a new tenant, execute the following command: ozone tenant [--verbose] create <TENANT_NAME>
Tolist al tenantsin an Ozone cluster, execute the following command: ozone tenant list [--json]

Only an Ozone cluster administrator can assign the first user to atenant. After the first user gets admin privileges, the
first user can create and assign new users. A user can be assigned multiple tenants.

To assign a user to atenant, execute the following command: ozone tenant [--verbose] user assign <USER_NAME>
--tenant=<TENANT_NAME>

Only an Ozone cluster administrator can assign the first user to a tenant along with access key |D/secret pair. After
the first user gets admin privileges, the first user can create and assign new users. A user can be assigned multiple
tenants.

Both delegated and non-delegated tenant admins can assign and revoke tenant users from their tenant. However, only
a delegated admin can assign and revoke the tenant admins from a tenant.

Y ou can be atenant admin in multiple tenants. However, you will be assigned different access |Ds under each tenant.

To assign a user as atenant admin (the current logged-in user must have Ozone cluster administrator or tenant
delegated administrator privilege), execute the following command:

ozone tenant user assignadm n <ACCESS | D> [-d|--del egat ed]
- - t enant =<TENANT _NAME>

To list usersin atenant, execute the following command: ozone tenant user list  [--json] <TENANT_NAME>

To get tenant user’ s information, execute the following command: ozone tenant user info [--json] <USER_NAME>
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To revoke atenant admin, execute the following command: ozone tenant [--verbose] user revokeadmin <ACCESS
ID>

To revoke the user access from a tenant, execute the following command:

0zone tenant [--verbose] user revoke <ACCESS |D>

The tenant must be empty and all admin user access revoked before deleting atenant. Thisis a safety design to ensure
that even if atenant is deleted, the volume created for the tenant isintact.

To delete a tenant, execute the following command: ozone tenant [--verbose] delete <TENANT_NAME>

Note: After a successful tenant delete command, the tenant information is removed from the Ozone Manager
database and default tenant policies are removed from Ranger, but the volume itself along with its datais not
removed. An admin can delete a volume manually using CLI.

The overview helps you to understand Ozone file system support, differences between flat namespace and
hierarchical namespace, different bucket layouts, and their use cases.

Ozone natively provides Amazon S3 and Hadoop Filesystem compatible endpoints and is designed to work
seamlessly with enterprise scale Data Warehousing, Batch Analytics, Machine Learning, Streaming Workloads, and
so on. The prominent use cases based on the integration with storage service are mentioned below:

» Ozone as apure S3 object store semantics
» Ozone as areplacement filesystem for HDFS to solve the scalability issues

* Ozone as a Hadoop Compatible File System (HCFS) with limited S3 compatibility. For example, for key paths
with “/” init, intermediate directories will be created.

« Multiprotocol access - Interoperability of the same data for various workloads.

Y ou must first upgrade Ozone and perform the pre and post finalization steps to use this feature.

1. Pre-Finaization Phase: Y ou can only create buckets with aLEGACY layout. If any client (old or new) triesto
create a new bucket with OBJECT_STORE or FILE_SYSTEM_OPTIMIZED layout, this request is blocked.

2. Post-Finalization Phase:

a) New Clients: Full Bucket Layout feature is available.

b) Old Clients: Y ou cannot interact with any buckets that are not in LEGACY layout. This means they cannot
talk to FSO or OBS huckets. Ozone displays the UNSUPPORTED_OPERATION exception in all such cases.
For example, attempts to create directories and keys, list status, read bucket info, and so on will also display an
UNSUPPORTED_OPERATION exception

10
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Bucket Layout concept is now introduced in Ozone that helps you with the unified design representing files,
directories, and objects stored in a single system.

A single unified design represents files, directories, and objects stored in a single system. Ozone performs this by
introducing the bucket layout concept in the metadata namespace server. With this, a single Ozone cluster with the
capabilities of both Hadoop Compatible File System (HCFS) and Object Store (like Amazon S3) features by storing
files, directories, objects and buckets efficiently. Also, the same data can be accessed using various protocols.

FS - Hierarchical Namespace Object - Flat Namespace
(key - value store)

dirl l/buc dir1/dir2/dir3/file-1
)
0

v
A dir1/dir2/dir3/file-1M
dir3 !
y

Apache Ozone now supports bucket layout feature. This helps you in categorising different Ozone buckets like FSO,
OBS, and Legacy.

Apache Ozone object store now supports a multi-protocol aware Bucket Layout. The purpose isto categorize Ozone
Bucket based on the prominent use cases:

« FILE_SYSTEM_OPTIMIZED (FSO) Bucket

» Hierarchical FileSystem namespace view with directories and files similar to HDFS.
« Provides high performance namespace metadata operations similar to HDFS.
« Provides capabilities to read/write using Amazon S3.
e OBJECT_STORE (OBS) Bucket - Provides aflat namespace (key-value) similar to Amazon S3.
* LEGACY Bucket - Represents existing pre-created buckets for smooth upgrades from previous Ozone version to
the new Ozone version
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-

Ozone Client

LEGACY

J

Y ou can create FSO/OBS/LEGACY buckets using following shell commands. Y ou can specify the bucket type in the

layout parameter.

» $ ozone sh bucket create --layout FILE_SY STEM_OPTIMIZED /s3v/fso-bucket
» $ ozone sh bucket create --layout OBJECT _STORE /s3v/obs-bucket

» $ ozone sh bucket create --layout LEGACY /s3v/bucket

This table explains the differences between Bucket Type and Client Interface

Bucket Type S3 Compatible Interface |ofs 03fs (Deprecated, not
recommended)
URL Scheme: http:// URL Scheme: ofs.//om-id/ | URL Scheme: o3fs://
bucket.host: 9878/ volume/bucket/key bucket.volume.om-id/key
FSO Supports Read, Write, and | Supports Read, Write, and | Supports Read, Write, and
Delete operations Delete operations Delete operations
OBS Supports Read, Write, and | Unsupported Unsupported
Delete operations

12
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E Note: FSO and OBS are accessible only on CDP Private Cloud 7.1.8 onwards.

Ozone now supports FS namespace optimization with prefix that provides atomicity and consistency in renaming
and deleting files and subdirectories under a directory. Ozone now handles partial failures and performance is now
deterministic.

FSO feature helps in performing the rename or delete metadata operations for the directories which have large
sub-trees or sub-paths. With this feature, Ozone handles partial failures and provides atomicity and consistency in
renaming and deleting each and every file and subdirectory under a directory. Performance is deterministic now and
issimilar to HDFS, especially for the delete and rename metadata operations, and if you are running the Spark or
Hive like big data queries.

« Provide an efficient Hierarchical FileSystem Namespace view with intermediate directories similar to HDFS.
« Support for Atomic Rename and Deletes. This helps Hive, Impala, and Spark for job and task commits.
» Strong consistency guarantees without any partial resultsin case of directory rename or delete failures.

* Rename, move, and recursive directory delete operations should have deterministic performance numbers
irrespective of the large set of subpaths (directories/files) contained within it.

« Apache Hive drop table query, recursive directory deletion, and directory moving operations becomes faster and
consistent without any partial resultsin case of any failure.

» Dropping a managed Impala table should be efficient without requiring O(n) RPC calls where n is the number of
file system objects for the table.

« Job Committers of Hive, Impala, and Spark often rename their temporary output files to afinal output location
at the end of the job. The performance of the job is directly impacted by how quickly the rename operation is
completed.

e ACL support through Apache Ranger.

« For more information on understanding the performance capabilities between Apache Ozone and S3 APl and how
to natively integrate workloads, see High Performance Object Store for CDP Private Cloud and High Performance
Object Store for CDP Private Cloud.

In the File System Optimized (FSO) buckets, OM metadata format stores intermediate directories into DirectoryTable
and filesinto FileTable as shown in the below picture. The key to the table is the name of adirectory or afile prefixed
by the unique identifier of its parent directory <parent unique-id>/<filename>
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r— - - -~ " -—""""""-"-="-""-"""-""""">"-""""-"""-="-"="-"""""""> """ "">"">""”>""”""”""”""”"—"”—- M
|OM Meta Data - new format DirTable data format |
| |
| Key Entry Object ID |
| _ . |
Bucket ID: 512, whlch is the 512/dir1 1024
| root dir |
| > |
1024/dir2 1025
| |
| |
| 1025/dir3 1026 |
file path: "/vol-1/buck-1/dir1/dir2/dir3/file-1"
M OzoneFS |
| |
| |
) |
| FileTable data format
| |
: Key Entry ‘ Object ID ’ :
: 1026/file-1 ‘ 1027 ’ :
L - J

Delete and Rename Operation
Currently, in the Legacy Ozone file system to delete or rename dir 1, you have to delete or renamedir 1 in al the
rows. Thisis expensive, time consuming, and not scalable.

KeyTable data format

Key Entry

FS path: "/vol-1/buck-1/dir1/dir2/dir3/file-1"
OzoneFS /vol-1/buck-1/dir1/

»
>

/vol-1/buck-1/dir1/dir2/

/vol-1/buck-1/dir1/dir2/dir3/

/vol-1/buck-1/dir1/dir2/dir3/file-1

Now, thereis an object ID allocated for every path created. Deleting or renaming dir 1 now updates all rows based on
the Object ID. The images below explain how rename and del ete operations work.
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Rename

Algorithm: OM performs rename with O(1) complexity

Step 1- Update key entry "512/dir" in DirTable to "512/dir_new"

OM Meta Data Manager

e — —
| DirTable data format
I
| Key Entry Object ID DirTable entry after renaming
Rename "/vol-1/buck-1/dir1" to | ~F————— --——"
“/vol-1/buck-1/dir1 _new" "
[ 512/dirl | 1024 | | 512/dirinew | 1024 |
| e J R
| 1024/dir2 1025
I
| 1025/dir3 1026
|
: FileTable data format
| Key Entry Object ID
I
| 1026/file-1 1027
|
l 1 million files
|
: 1026/file-1M n
.-

Deletes

Algorithm: OM performs delete with O(1) complexity

Step 1 - Remove "512/dir" from DirTable

OM Meta Data Manager

Step 2 - Cleanup subdirs and files async r—— " -""""">">”">">”"»">""="”W """/ "=
DirTable data format Removes DirTable entry "512/dir1"
Now, object ID 1024 doesn't exist
. and all the subfiles, subdirs are
KeylEnty Object ID unreachable/orphans
. e r— - I S
0zoneFS Delete "/vol-1/buck-1/dir1 _ 512/dir1 | 1024 | | 512/dir1_new | 1024 |
- i R
1024/dir2 1025
1025/dir3 1026

|

FileTable data format

Key Entry Object ID ’
1026/file-1 1027 ’
1026/file-1M n ]

Interoperability Between S3 and FS APIs
FSO Bucket Layout supports interoperability of data for various use cases. For example, Y ou can create an FSO
Bucket type and ingest data into Apache Ozone using FileSystem API. The same data can be accessed through the

Ozone S3 APl (Amazon S3 implementation of the S3 API protocol) and vice versa.

1 million files

Multi-protocol client access - read/write operations using Ozone S3 and Ozone FS client.
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aws s3 cli Ozone s3 Gateway 83‘;?; Ozone FS Client

put "vol-1/fsobuck/key-1" read "vol1/fsobuck/key-1"

#checkACLs

Ozone
Cluster

Ozone FS Client

write "vol-1/fsobuck/key-2"

Ozone s3 Gateway aws s3 cli

read "vol1/fsobuck/key-2"

#checkACLs

Ranger
Policy

OBS as Pure Object Store

OBS isthe existing Ozone Manager metadata format which stores key entries with full path names, where the
common prefix paths will be duplicated for keys like shown in the below diagram.

|OM Metadata - format OBJECT_STORE
|

[ OzoneFS >

key path: /vol1/buck1/dir1/dir2/dir3/key-2
| "vol1/buck1/dir1/dir2/dir3/key-4"
| /vol1/buck1/dir1/dir2/dir3/key-3

Key Entry

/vol1/buck1/dir1/dir2/dir3/key-1

» FILE path

Configuration to create bucket with default layout
Y ou must set the following configuration in Cloudera Manager to create a bucket with default layout.

About this task
In Cloudera Manager, you must configure ozone-site.xml to define the default value for bucket layout during

bucket creation if the client has not specified the bucket layout argument. Supported values are OBJECT_STORE,
FILE_SYSTEM_OPTIMIZED, and LEGACY.

By default, this configuration value is empty. Ozone will default to FILE_SYSTEM_OPTIMIZED bucket layout if it
finds an empty configuration value. Y ou must add the below property and provide the value.
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Log in to Cloudera Manager Ul

Navigate to Clusters

Select the Ozone service

Go to Configurations

Search for theozone. def aul t . bucket . | ayout configuration

a) Select the bucket type
b) Click Save Changes
¢) Restart the Ozone service

o wbhpRE

Run the below commands to get an understanding of the basic operations like create, list, move, read, write, and
delete

1. Creating FSO and OBS buckets using Ozone Shell:

a) ozone sh bucket create --layout FILE SYSTEM OPTI M ZED /s3v/fso-bucket
b) ozone sh bucket create --layout OBJECT_STORE /s3v/obs-bucket

Note: The server-side default layout will be used for bucket creation if the --layout is not specified.
For more information, see Configuration to create bucket with default layout documentation.

2. Bucket Info:

a) ozone sh bucket info /s3v/fso-bucket
b) ozone sh bucket info /s3v/obs-bucket

Y ou can run the following commands for performing FSO operations.

1. Creating directories inside FSO buckets:
a) ozone fs -nkdir -p ofs://ozonel/s3v/fso-bucket/dirl/dir2/dir3/
b) ozone fs -nkdir -p ofs://ozonell/s3v/fso-bucket//aal/lbbl/cc/l/
In FSO, bucket paths will be normalized

2. Listing FSO bucket ozone fs -1s -R ofs://ozonel/ s3v/fso-bucket/

3. Creating some filesinside FSO buckets
a) ozone fs -touch ofs://ozonel/ s3v/fso-bucket/dirl/dir2/dir3/filel
b) ozone fs -touch ofs://ozonel/ s3v/fso-bucket/dirl/dir2/dir3/file2
c) ozone fs -touch ofs://ozonel/s3v/fso-bucket/aalbb/cc/abc_file3

4, Listing FSO bucket ozone fs -1s -R ofs://ozonel/ s3v/fso-bucket/

5. Move Command on afile, which Ozone internally does arenaming operation ozone fs -nmv ofs://
ozonel/ s3v/fso-bucket/dirl/dir2/dir3/file2 ofs://ozonel/s3v/fso-bucket/dirl/
dir2/

6. Move Command on a directory, which internally does arenaming operationozone fs -mv ofs://
ozonel/ s3v/ fso-bucket/aal ofs://ozonells3v/fso-bucket/new aa

7. Listing FSO bucket ozone fs -Is -R ofs://ozonel/s3v/fso-bucket/
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Y ou can run the following commands to run multi protocol access operations using the AWS client.

1. Writing anew file to FSO bucket

a) aws s3 cp --endpoint-url http://0.0.0.0:9878 ozone.txt s3://fso-bucket/
dirl/dir2/dir3/awsfilel

b) aws s3 cp --endpoint-url http://0.0.0.0:9878 ozone.txt s3://fso-bucket/
dirl/dir2/dir3/awsfil e2

2. Reading from Ozone Bucket

a) aws s3api --endpoint http://0.0.0.0:9878 get-object --bucket fso-bucket --
key /dirl/dir2/dir3/awsfilel ./ozone_doc

b) cat ./ozone_doc

3. Listing Bucket Objectsaws s3api --endpoint-url http://0.0.0.0:9878 |ist-objects --
bucket fso-bucket

4. Deeingafileaws s3 rm--endpoint-url http://0.0.0.0:9878 s3://fso-bucket/dir1/
dir2/dir3/awsfilel

5. Following operations using Ozone FS commands

a) Listingdirectory ozone fs -Is -R of s://ozonel/ s3v/fso-bucket/

b) Displaying the content of fileozone fs -cat ofs://ozonel/ s3v/fso-bucket/dirl/dir2/
dir3/awsfile2

6. Following operations using Ozone Shell commands
a) Listing Keysozone sh key list /s3v/fso-bucket/
7. Following operations using Ozone FS commands

a) Deletingafileozone fs -rm -skipTrash ofs://ozonel/s3v/fso-bucket/dirl/dir2/
dir3/awsfile2

b) Deleting adirectory ozone fs -rm -R -skipTrash ofs://ozonel/s3v/fso-bucket/dirl/

c) Listing directories (dirl should not exist) ozone fs -1s -R ofs://ozonel/ s3v/fso-bucket/

Y ou can run the following commands for performing OBS operations using AWS Client.

1. Creating abucket aws s3api --endpoint-url http://0.0.0.0:9878 create-bucket --
bucket =obs- s3bucket

B Note: The aws create-bucket APl will create an OBS bucket.

2. Bucket Infoozone sh bucket info /s3v/obs-s3bucket
3. Writing afile to bucket
a) aws s3 cp --endpoint-url http://0.0.0.0:9878 ozone.txt s3://obs-s3bucket/
dird/dir2/dir3/##awnsfil el
b) aws s3 cp --endpoint-url http://0.0.0.0:9878 ozone.txt s3://obs-s3bucket/
dirl/dir2/dir3/##awsfil e2
4. Reading the above file from bucket
a rm-rf /tnp/sanple.txt

b) ozone sh key get /s3v/obs-s3bucket/dirl/dir2/dir3/##awsfilel /tnp/
sanpl e. t xt

c¢) cat /tnp/sanple.txt
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5. Listing bucket object aws s3api --endpoint-url http://0.0.0.0:9878 |list-objects --
bucket obs-s3bucket

6. Deletingakeyaws s3 rm --endpoint-url http://0.0.0.0:9878 s3://obs-s3bucket/
dirl/dir2/dir3/awsfilel

Using the Ozone Ranger policy integration, you can set new Ozone Ranger policies.

1. Ranger permissions for OBJECT_STORE buckets
a) You must configure policy on aresource key path
b) Wild-Card: Keys starting with key path keyRoot/key*
2. Ranger permissionsfor FILE_SYSTEM_OPTIMIZED buckets
a) Configure policy on resource path, which can be at the level of a specific file or directory path component.
b) Wild Cards: You can configure apolicy for all sub-directories or sub-files using wildcards. For example, /root/

app*. For more information, refer performance optimized authorization approach for rename and recursive
delete operations in the Ranger Ozone plugin.

IE Note: For more information on setting Ozone Ranger policies, see Ranger Ozone Integration.

Set up policiesin Ranger for the users to have the right access permissions to the various Ozone objects such as
buckets and volumes.

When using Ranger to provide a particular user with read/write permissions to a specific bucket, you must configure a
separate policy for the user to have read access to the volume in addition to policies configured for the bucket.

Using Ranger, you can setup new Ozone policies that will help you to set right access permissions to various Ozone
objects like volumes and buckets.

Through configuration, Apache Ranger enables both Ranger policies and Ozone permissions to be checked for a
user request. When the Ozone Manager receives a user request, the Ranger plugin checks for policies set through the
Ranger Service Manager. If there are no policies, the Ranger plugin checks for permissions set in Ozone.

Cloudera recommends you to create permissions at the Ranger Service Manager, and to have restrictive permissions
at the Ozone level.

1. On the Service Manager page, select an existing Ozone service. The List of Policies page appears.
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2. Click Add New Policy. The Create Policy page appears.

U Access Manager [ Audit (1) Security Zone £ Settings

® Ranger
Create Policy

Create Policy

Policy Details:
Policy Type

Policy Name * °
Policy Label
Ozone Volume *

bucket v

[ nclude €

[ nciude €

[ _Recursive @
Description

Audit Logging

{vo: €

3. Complete the Create Policy page as follows:
Field

Policy Name

Normal or Override

Add Validity Period
Poalicy L abel

Ozone Volume

Bucket

Key
Recursive or Non Recursive

Description

‘?‘ admin

Last Response Time : 07/18/2022 12:03:59 PN

Policy Conditions +

Normal

No Conditions

Description

Enter a unique name for this policy. The name cannot
be duplicated anywhere in the system.

Enables you to specify an override policy. When
override is selected, the access permissionsin the
policy override the access permissionsin existing
policies. This feature can be used with Add Validity
Period to create temporary access policies that override
existing policies.

Specify a start and end time for the policy.

(Optional) Specify alabel for thispolicy. You can
search reports and filter policies based on these [abels.

Specify volumes that can be accessed. Ensure that the
Ozone volume key is set to Include.

If you want to deny access at the volume level, then
disable this option by turning off using the Ozone
Volume key to Exclude.

Specify buckets that can be accessed. Ensure that the
Ozone Bucket key is set to Include.

If you want to deny access at the bucket level, then
disable this option by turning off using the bucket key.
Or, select None from the Bucket drop-down.

Provide the Key

Recursive or Non recursive function

(Optional) Describe the purpose of the policy.
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Field Description

Audit Logging Specify whether this policy is audited. To disable
auditing, turn off the Audit Logging key.

4. Allow Conditions
L abel Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the
Delegate Admin check box. Administrators can edit
or delete the policy, and can aso create child policies
based on the origina policy.

Select Group Specify the groups to which this policy applies.

To designate agroup as an Administrator, select the
Delegate Admin check box. Administrators can edit
or delete the policy, and can aso create child policies
based on the origina policy.

The public group contains all users, so granting access
to the public group grants access to all users.

Select User Specify the users to which this policy applies.

To designate auser as an Administrator, select the
Delegate Admin check box. Administrators can edit
or delete the policy, and can aso create child policies
based on the origina policy.

Policy Conditions Provide the I P address range

Permissions Add or edit permissions: All, Read, Write, Create, List,
Delete, Read ACL, Write ACL, and Select All.

then you must not select the All option
asthe All option implicitly considers al
permissions overriding the permissions you
have specifically selected.

E Note: If you select specific permissions,

Delegate Admin Y ou can use Delegate Admin to assign administrator
privileges to the roles, groups, or users specified in the
policy. Administrators can edit or delete the policy,
and can aso create child policies based on the original

policy.

Note: You can use the Plus (+) symbol to add additional conditions. Conditions are evaluated in the order
B listed in the policy. The condition at the top of thelist is applied first, then the second, then the third,

and so on. Similarly, you can also exclude certain Allow Conditions by adding them to the Exclude from

Allow Conditions list.

5. You can use the Deny All Other Accesses toggle key to deny accessto all other users, groups, and roles other than
those specified in the allow conditions for the policy.
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6. If you wish to deny accessto afew or specific users, groups, or roles, then use must set Deny Conditions.

Y ou can use the Plus (+) symbol to add deny conditions. Conditions are evaluated in the order listed in the policy.
The condition at the top of thelist is applied first, then the second, then the third, and so on. Similarly, you can
also exclude certain Deny Conditions by adding them to the Exclude from Deny Conditions list.

7. Click Add.

Learn about different scenarios where you can use snapshots, the snapshot APIsthat are available for use, and the
snapshot architecture.

Snapshot feature for Apache Ozone object store enables you to take point-in-time consistent image of a given bucket.
Snapshot feature enables you to handle various use cases, including:

e Backup and restore

Create hourly, daily, weekly, or monthly snapshots for backup and recovery..
» Archival and compliance

Take snapshots for compliance purpose and archive them..
* Replication and disaster recovery (DR)

Snapshots provide frozen immutable images of the bucket on the source Ozone cluster. Snapshots can be used for
replicating these immutable bucket images to remote DR sites.

* Incremental replication

DistCp with SnapshotDiff offers an efficient way to incrementally sync up source and destination buckets.

Snapshot feature is available through ozone fs and ozone sh CLI. This feature can also be programmatically accessed
from Ozone ObjectStore Java client. The feature provides following functionalities:

» Createan instantenous snapshot for a given bucket.

ozone sh snapshot create [-hV] <bucket> [ <snhapshot Nane>]

« List al snapshots of a given bucket.

ozone sh snapshot list [-hV] <bucket>

» Delete a specific snapshot for a given bucket.

ozone sh snapshot del ete [-hV] <bucket> <snapshot Nane>

« Given two snapshots, list al the keys that are different between them.- SnapshotDiff

ozone sh snapshot diff [-chV] [-p=<pageSi ze>] [-t=<continuation-token>]
<bucket > <frontSnapshot > <t oSnapshot >

The SnapshotDiff functionality in CLI/API is asynchronous. The first time the API isinvoked, Ozone Manager (OM)
starts a background thread to calculate the SnapshotDiff, and returns Retry with suggested duration for the retry
operation. After the SnapshotDiff is computed, this API returns the differences in multiple pages. Within each Snap
shotDiff response, OM also returns a continuation token for the client to continue from the last batch of SnapshotDiff
results. This API is safe to be called multiple times for a given snapshot source and destination pair. Internally, each
OM computes SnapshotDiff only once and stores it for future invocations of the same SnapshotDiff API.
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Ozone snapshot architecture leverages the fact that data blocks once written, remain immutable for their lifetime.
These data blocks are reclaimed only when the object key metadata that references them, is deleted from the Ozone
namespace. All of this Ozone metadata are stored on the OM nodes in the Ozone cluster. When you take a snapshot
of an Ozone bucket, internally the system takes snapshot of the Ozone metadatain OM nodes. Since Ozone does not
allow updates to DataNode blocks, integrity of data blocks referenced by Ozone metadata snapshot in OM nodes
remains intact. Ozone key deletion service is also aware of Ozone snapshots. Key deletion service does not reclaim
any key aslong asit is referenced by the active object store bucket or any of its snapshot. When the snapshots are
deleted, a background garbage collection service reclaims any key that is not part of any snapshot or active object
store. Ozone also providesthe Snapshot Di ff API. Whenever a user issues a SnapshotDiff between two snapshots,
it efficiently calculates all the keys that are different between these two snapshots and returns paginated SnapshotDiff
list result.

Learn about CPU, memory, and storage requirements for the snapshot feature.

Snapshot feature places additional demands on the cluster in terms of CPU, memory, and storage. Cluster nodes
running Ozone Managers (OM) and Ozone DataNodes (OD) should be configured with extra storage capacity
depending on the number of active snapshots that you want to keep. Ozone snapshots consume incremental amount of
space per snapshot. For example, if the active object store contains 100 GB data (before replication) and a snapshot is
taken, then the 100 GB of space islocked in that snapshot. If the active object store consumes another 10 GB of space
(before replication) subsequently, then the overall space requirement is 100 GB + 10 GB = 110 GB in total (before
replication). Thisis because common keys between Ozone snapshots and the active object store share the storage
space.

Similarly, nodes running OM should be configured with extra memory depending on how many snapshots are
concurrently read from. This also depends on how many concurrent SnapshotDiff jobs are expected in the cluster. By
default, an OM allows 10 concurrent SnapshotDiff jobs at a time, which can be increased in configurations.

The Ozone Erasure Coding (EC) feature provides data durability and fault-tolerance along with reduced storage space
and ensures data durability similar to Ratis THREE replication approach.

The Ozone default replication scheme Ratis THREE has 200% overhead storage space including other resources.
Using EC in place of replication helpsin reducing storage cost as the overhead storage space is only 50%. For
example, if you replicate 6 blocks of data, you need 18 blocks of disk space in Ratis. However, if you use EC with
Ozone, you need 6 blocks plus 3 parity totalling to 9 blocks of disk space.

When aclient requests write, OM allocates a block group (data and parity) number of nodes from the pipeline to the
client. Client writes d number of chunks to d number of nodes. Parity chunks(p) are created and transferred to the
remaining p number of nodes. After this processis completed, the client can request for a new block group after the
writing of the current block group is finished.

For reads, OM provides the node location information. If the key is erasure coded, the client reads the datain the EC
way.
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Note:
E « Clouderarecommends you to use the Erasure Coding feature at the bucket level so that EC is applied on
all the keys created in a bucket. However, you can configure EC at key level aswell.

< If you do not want EC to be configured for specific keys, you can explicitly specify the replication
configuration for those keys.

« |f replication configuration is not defined specifically for both buckets and keys, then cluster-wide or
global default configuration is applied.

Y ou can set cluster-wide default Replication configuration with EC by using the configuration keys
ozone.server.default.replication.type and ozone.server.default.replication.

Log in to Cloudera Manager Ul

Navigate to Clusters

Select the Ozone service

Go t