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Cloudera Runtime Introduction to Ozone

Introduction to Ozone

Apache Ozone is a scalable, redundant, and distributed object store optimized for big data workloads. Apart from
scaling to billions of objects of varying sizes, applications that use frameworks like Apache Spark, Apache Y ARN
and Apache Hive work natively on Ozone without any modifications. Ozone natively supports the S3 API and
provides a Hadoop-compatibl e file system interface. Ozone istypically availablein a CDP Private Cloud Base
deployment.

Important: Ozoneis available for technical preview and considered to be under devel opment. Do not use
this component in your production systems. If you have questions regarding Ozone, contact support by
logging a case on the Cloudera Support Portal.

Technical preview features are not guaranteed troubleshooting and fixes.

Ozone consists of three important storage elements: volumes, buckets, and keys. Each key is part of a bucket, which,
in turn, belongs to a volume. Only an administrator can create volumes. Depending on their requirements, regular
users can create buckets in volumes. Ozone stores data as keys inside these buckets.

When aclient writes akey, Ozone stores the associated data on DataNodes in chunks called blocks. Therefore, each
key is associated with one or more blocks. Within a DataNode, multiple unrelated blocks can reside in a storage
container.

Ozone architecture

Ozone can be co-located with HDFS with single security and governance policies for easy data exchange or migration
and also offers seamless application portability. Ozone has a scale-out architecture with minimal operational
overheads. Ozone separates management of namespaces and storage, helping it to scale effectively. The Ozone
Manager (OM) manages the namespaces while the Storage Container Manager (SCM) handles the containers.

The following diagram shows the components that form the basic architecture of Ozone:
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Ozoneisbuilt on ahighly available, replicated block storage layer called Hadoop Distributed Data
Store (HDDS).

Blocks

Blocks are the basic unit of storage. In Ozone, each block is of 256 MB in size. A collection of
blocks forms a storage container. The SCM allocates blocks inside storage containers for the client
to store data.

Storage Containers

A storage container is a group of unrelated blocks managed together as a single entity. A container
existsin a DataNode and is the basic unit of replication, with a capacity of 2 GB to 16 GB.

DataNodes

DataNodes contain storage containers comprising of data blocks. The SCM monitors DataNodes
through heartbests.

Ozone M anager
The Ozone Manager (OM) is the metadata manager for Ozone. The OM manages the following
storage elements:

* Thelist of volumes for each user
* Thelist of bucketsfor each volume
e Thelist of keysfor each bucket

The OM maintains the mappings between keys and their corresponding Block IDs. When a client
application requests for keys to perform read and write operations, the OM interacts with the SCM
for information about blocks relevant to the read and write operations, and provides this information
to the client. In addition, the OM also handles metadata operations from the clients.

Ozone M anager
The Ozone Manager (OM) is a highly avail able namespace manager for Ozone.
OM manages the metadata for volumes, buckets, and keys. OM maintai ns the mappings between
keys and their corresponding Block IDs. When a client application requests for keysto perform read
and write operations, OM interacts with SCM for information about blocks relevant to the read and
write operations, and provides this information to the client. In addition, OM also handles metadata
operations from the clients.

Storage Container M anager
The Storage Container Manager performs multiple critical functions for an Ozone cluster.

SCM manages the addition and removal of DataNodes, and allocates storage containers and blocks.
SCM also manages block collections, ensuring that the blocks maintain the required level of
replication. SCM allocates blocks to clients through OM for read and write operations. In addition,
SCM executes recovery actions when faced with DataNode or disk failures.

Pipelines
Pipelines determine the replication strategy for the blocks associated with a write operation.
Recon Server

Recon is the management interface for Ozone. Recon provides a unified management API for
Ozone.

The client requests the block locations corresponding to the key it wants to read. The Ozone Manager (OM) returns
the block locations if the client has the required read privileges.

The following steps explain how Ozone manages read operations:

1. Theclient requests OM for block locations corresponding to the key to read.
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2. OM checksthe ACLsto confirm whether the client has the required privileges, and returns the block locations and
the block token that allows the client to read data from the DataNodes.

3. Theclient connects to the DataNode associated with the returned Block ID and reads the data blocks.

The client requests a block from the Ozone Manager (OM) to write akey. OM returns the Block 1D and the
corresponding DataNodes for the client to write data.

The following steps explain how Ozone manages write operations:

1. Theclient requests a block from OM to write akey. The request includes the key, the data to write, the pipeline
type, and the replication count.

2. OM finds the blocks that match the request and returns them to the client.

Note: If security isenabled on the cluster, OM also provides a block token along with the block location
Ij to the client. The client uses the block token to connect to the DataNodes and send the command to write
chunks of data.

3. The client connects to the DataNodes associated with the returned block information and writes the data.
After writing the data, the client updates the block information on OM.
5. OM records the associated key information.

A

The Ozone shell is the primary command line interface for managing storage elements such as volumes, buckets, and
keys.

For more information about the various Ozone command-line tools and the Ozone shell, see https://ozone.apache.org/
docs/1.3.0/interface/cli.html.

Depending on whether you are an administrator or an individual user, the Ozone shell commands enable you to
create, delete, view, list, and update volumes.

Only an administrator can create avolume and assign it to auser.

Note: You must assign administrator privileges to users before they can create volumes. For more
B information, see Assigning administrator privileges to users on page 8.

Command Syntax
ozone sh vol unme create --quota=<volu
mecapaci ty> --user=<user name> /<vol u
menamne>

Purpose Creates avolume and assignsiit to a user.
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Arguments * -q, quota: Specifies the maximum size the volume can occupy in
the cluster. Thisis an optional parameter.

e -u, user: The name of the user who can use the volume. The
designated user can create buckets and keys inside the particular
volume. Thisisamandatory parameter.

e Thename of the volume to create.

Example
ozone sh vol unme create --quota=2TB -
-user=usrl /vol 1

This command creates a 2-TB volume named vol 1 for user usrl.

Deleting a volume

Command Syntax
ozone sh vol une del ete /<vol unrenane>
Purpose Deletes the specified volume, which must be empty.
Arguments The name of the volume to delete.
Example
ozone sh vol unme delete /vol 2
This command deletes the empty volume vol2.

Viewing volume information

Command Syntax )
ozone sh vol une info /<vol umrenanme>
Purpose Provides information about the specified volume.
Arguments The name of the volume whose details you want to view.
Example .
ozone sh volune info /vol 3
This command provides information about the volume vol3.

Listing volumes

Command Syntax )
ozone sh volume list --user <usernam
e>
Purpose Listsall the volumes owned by the specified user.
Arguments -u, user: The name of the user whose volumes you want to list.
Example

ozone sh volune |list --user usr2

This command lists the volumes owned by user usr2.
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Command Syntax
ozone sh vol ume update --quota=<volu
mecapaci ty> --user=<user nanme> /<vol u

nmenane>
Purpose Updates the quota or changes the user associated with a specific
volume.
Arguments e -g, quota: Specifies the maximum size the volume can occupy in

the cluster. Thisis an optional parameter.

*  -u, user: The name of the user who can use the volume. The
designated user can create buckets and keys inside the particular
volume. Thisisan optional parameter.

¢ The name of the volume to update.

Example
ozone sh vol une update --quota=10TB
/vol 4

This command updates the quota of volume vol4 to 10TB.

Y ou must assign administrator privilegesto users before they can create Ozone volumes. Y ou can use Cloudera
Manager to assign the administrative privileges.

1. On Cloudera Manager, go to the Ozone service.
2. Click the Configuration tab.
3. Search for the Ozone Service Advanced Configuration Snippet (Safety Valve) for ozone-conf/ozone-site.xml
property.
Specify values for the selected properties as follows:
* Name: Enter ozone.administrators.
* Vadue: Enter the ID of the user that you want as an administrator. In case of multiple users, specify a comma-
separated list of users.
» Description: Specify adescription for the property. Thisis an optional value.

4. Enter aReason for Change, and then click Save Changes to commit the change.

The Ozone shell commands enable you to create, delete, view, and list buckets.

Command Syntax
ozone sh bucket create /<vol unenane>

/ <bucket nanme>

Purpose Creates a bucket in the specified volume.
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Arguments The name of the bucket to create in the /volume/bucket format.

Example
ozone sh bucket create /vol 1/ buckl

This command creates a bucket buckl in the volume vol 1.

Deleting a bucket

Command Syntax
ozone sh bucket del ete /<vol unenane>

/ <bucket nanme>

Purpose Deletes the specified bucket, which must be empty.
Arguments The name of the bucket to delete in the /volume/bucket format.
Example

ozone sh bucket create /vol 1/ buck?2

This command del etes the bucket buck?2.

Viewing bucket information

Command Syntax ]
ozone sh bucket info /<vol unenanme>/<

bucket name>

Purpose Provides information about the specified bucket.
Arguments The name of the bucket whose details you want to view.
Example

ozone sh bucket info /vol 1/ buck3

This command provides information about bucket buck3.

Listing buckets

Command Syntax ]
ozone sh bucket |ist /<vol unenanme> -

- | engt h=<number _of _buckets> --prefix
=<bucket prefix> --start=<starting_b

ucket >
Purpose Listsall the buckets in a specified volume.
Arguments e -, length: Specifies the maximum number of results to return. The
default is 100.

e -p, prefix: Lists bucket names that match the specified prefix.

e -g start: Returns results starting with the bucket after the specified
value.

¢ The name of the volume whose buckets you want to list.

Example
ozone sh bucket list /vol2

This command lists all the bucketsin volume vol2.
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Commands for managing keys
The Ozone shell commands enable you to upload, download, view, delete, and list keys.

Downloading a key from a bucket

Command Syntax
ozone sh key get /<vol unenane>/ <buck

et nane>/ <keynane> <l ocal fil enane>

Purpose Downloads the specified key from abucket in the Ozone cluster to the
local file system.
Arguments « keyname: The name of the key in /<volumename>/<bucketname>/
<keyname> format.

e filename: The name of the file to which you want to write the key.

Example
ozone sh key get /hive/jun/sales.orc

sal es_jun.orc

This command downloads the sales.orc file from /hive/junbucket and
writes to the sales _jun.orc file present in the local file system.

Uploading a key to a bucket

Command Syntax
ozone sh key put /<vol umenane>/ <buck
et name>/ <keynane> <fil enane>
Purpose Uploads afile from the local file system to the specified bucket in the
Ozone cluster.
Arguments *  keyname: The name of the key in /<volumename>/<bucketname>/
<keyname> format.
« filename: The name of the local file that you want to upload.
e -, --replication: The number of copies of the file that you want to
upload.
Example

ozone sh key put /hivel/year/sales.or
c sales _corrected.orc

This command adds the sales_corrected.orc file from the local file
system askey to /hivelyear/sales.orc on the Ozone cluster.

Deleting a key

Command Syntax
ozone sh key del ete /<vol unenane>/ <b

ucket nane>/ <keynane>

Purpose Deletes the specified key from the Ozone cluster.

Arguments The name of the key in /<volumename>/<bucketname>/<keyname>
format.

Example

ozone sh key del ete /hive/jun/sal es_
duplicate.orc

This command deletes the sales_duplicate.orc key.
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Using Ozone S3 Gateway to work with storage elements

Command Syntax

Purpose
Arguments

Example

Command Syntax

Purpose

Arguments

Example

ozone sh bucket info /<vol unmenane>/<
bucket name>/ <keynane>

Provides information about the specified key.

The name of the key whose details you want to view.

ozone sh bucket info /hive/jun/sales
_jun.orc

This command provides information about the sales_jun.orc key.

ozone sh key list /<bucketname> --le
ngt h=<nunber _of keys> --prefix=<key_
prefix> --start=<starting_key>

Liststhe keysin a specified bucket.

e -, length: Specifies the maximum number of resultsto return. The
default is 100.

* -p, prefix: Returns keys that match the specified prefix.

e -s, start: Returns results starting with the key after the specified
value.

e Thename of the bucket whose keys you want to list.

ozone sh key list /hivel/jun/

This command lists all the keys in the volume /hive/jun.

Ozone provides S3 Gateway, a REST interface that is compatible with the Amazon S3 API. Y ou can use S3 Gateway

to work with the Ozone storage elements.

In addition, you can use the Amazon Web Services CLI to use S3 Gateway.

After starting Ozone S3 Gateway, you can access it from the following link:

http://| ocal host: 9878

Note: For the users or client applications that use S3 Gateway to access Ozone buckets on a secure cluster,
Ozone provides the AWS access key ID and AWS secret key. See the Ozone security documentation for more

information.

Ozone S3 Gateway supports both the virtual host-style URL s3 bucket addresses (http://bucketname.host:9878) and
the path-style addresses (http://host:9878/bucketname). By default, S3 Gateway uses path-style addresses.
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If you want to use virtual host-style URLS, you must set the main domain name in ozone-site.xml.

<property>
<nanme>ozone. s3g. donai n. nane</ name>
<val ue>s3g. i nt er nal </ val ue>

</ property>

Y ou can browse the contents of Ozone buckets by adding ?browser=true to the bucket URL.

For example, you can use the following URL to browse the contents of the Ozone bucket buckoz1:
http://1 ocal host: 9878/ buckoz1?br owser =tr ue

Important: You cannot use the Ozone S3 Gateway browser to view buckets created using the Ozone shell.
Only the buckets created using the Ozone S3 Gateway are visible from the browser.

In addition to the GET service operation, Ozone S3 Gateway supports various bucket and object operations that the
Amazon S3 API provides.

The following table lists the supported Amazon S3 operations:
Operations on S3 Gateway

o GET service

Bucket operations

e GET Bucket (List Objects) Version 2
* HEAD Bucket

e DELETE Bucket

e PUT Bucket

« Delete multiple objects (POST)

Object operations
e PUT Object
e GET Object

* DELETE Object
* HEAD Object
* Multipart Upload (Except the listing of the current MultiPart Uploads)

The Amazon S3 REST API does not provide any entity that directly maps to an Ozone volume in the Ozone S3
Gateway. Instead, a bucket name defined in the S3 APl maps to its corresponding Ozone volume/bucket location.

Consider the following example of a bucket b1 created using the S3 API:

aws s3api --endpoint-url http://1ocal host: 9878 create-bucket --bucket=bl

12
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Y ou can view the bucket location using the following command:

ozone sh bucket path bl

Y ou can use the Amazon Web Services (AWS) command-line interface (CLI) to interact with S3 Gateway and work
with various Ozone storage elements.

Defining an alias for the S3 Gateway endpoint helps you in using a simplified form of the AWS CLI. The following
example shows how you can define an alias for the S3 Gateway endpoint URL :

al i as ozones3api = aws s3api --endpoint http://Ilocal host: 9878'

13
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Examples of using the AWS CLI to work with the Ozone storage elements

The following examples show how you can use the AWS CLI to perform various operations on the Ozone storage
elements. All the examples specify the alias ozones3api:

Operations Examples

Creating a bucket
ozones3api create-bucket --bucket bl

This command creates a bucket bl.

Adding objects to a bucket
ozones3api put-object --bucket bl --

key Docl --body ./Docl.nd

This command adds the key Docl containing data from Docl.md to the
bucket bl.

Listing objectsin a bucket
ozones3api |ist-objects --bucket bl

This command lists the objects in the bucket b1. An example output of
the command is as follows:

"Contents": |

{
"Last Modified": "2018-
11-02T21: 57: 40. 875Z2",
"ETag": "154119586087

5",

" St oraged ass": " STANDA
RD",

"Key": "Docl",

"Size": 2845

}
{

"Last Modi fied": "2018-1
1-02T22: 36: 23. 3587",
"ETag": "1541198183358

" St oraged ass": " STANDAR

"Key": "Doc2",
"Size": 5615
%!
"Last Modi fied": "2018-11

-02T21: 56: 47. 370Z",
"ETag": "1541195807370"

" St oraged ass": "STAN

" Keyll : " mcsll ,
"Size": 1780

Downloading an object from a bucket
ozones3api get-object --bucket bl --

key Docl ./Dpcl

This command downloads the key Docl from the bucket bl as afile
Dpcl. An example output of the command is as follows:

14
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Ozone File System (OzoneFS) is a Hadoop-compatible file system. Applications such as Hive, Spark, YARN, and
MapReduce run natively on OzoneFS without any modifications.

OzoneFS resides on a bucket in the Ozone cluster. All the files created through OzoneFsS are stored as keys in that
bucket. Any keys created in the particular bucket without using the file system commands are shown as files or
directories on OzoneFS.

Select the Ozone bucket to configure OzoneFS and add specific properties to core-site.xml.

1. Select the Ozone bucket on which you want OzoneFS to reside.
If you do not have a designated volume or bucket for OzoneFS, create them using the required commands:

ozone sh volune create /vol une
ozone sh bucket create /vol une/ bucket

2. Add the properties fs.03fs.impl and fs.default.name to core-site.xml.

Adding these properties makes the bucket as the default file system for HDFS df s commands and registers the
o3fsfile system type.

<property>
<nanme>fs. 03f s. i npl </ nane>
<val ue>or g. apache. hadoop. f s. ozone. OzoneFi | eSyst enx/ val ue>
</ property>
<property>
<nanme>f s. def aul t FS</ nane>
<val ue>03fs://bucket . vol ume</ val ue>
</ property>

3. Add the ozone-filesystem.jarfile to the classpath.

export HADOOP_CLASSPATH=/ opt/ ozone/ shar e/ hadoop/ ozonef s/ hadoop- ozone-fi |
esystem j ar: $HADOOP_CLASSPATH

After setting up OzoneFS, you can run hdfs commands such as the following on Ozone:

e hdfsdfs-Is/
* hdfsdfs-mkdir /users

Now, applications such as Hive and Spark can run on this file system after some basic configuration changes.

Note: Any keysthat are created or deleted in the bucket using methods other than OzoneFS show up as
directories and filesin OzoneFS.

Configuration updates for Spark to work with OzoneFS

15
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After setting up OzoneFS, you can make configuration updates specific to components such as Spark to ensure that
they work with Ozone.

To run Spark jobs with 03fs on a secure Kerberos-enabled cluster, ensure that you assign avalid URI by setting the
value of the Spark Client Advanced Configuration Snippet (Safety Valve) property for the spark.conf or the spark-de
faults.conf file through the Cloudera Manager web Ul.

For example:

spar k. yarn. access. hadoopFi | eSyst ens=03f s:// bucket 1. vol 1. secur ehost 1. exanpl e.
com 9862

Setting up OzoneFS
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