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Using Ranger to Provide Authorization in CDP

Apache Ranger manages access control through a user interface that ensures consistent policy administration across
Cloudera Data Platform (CDP) components. Security administrators can define security policies at the database, table,
column, and file levels, and can administer permissions for specific LDAP-based groups or individual users. Rules
based on dynamic conditions such as time or geolocation can also be added to an existing policy rule. The Ranger
authorization model is pluggable and can be easily extended to any data source using a service-based definition.

Once a user has been authenticated, their access rights must be determined. Authorization defines user access rights to
resources. For example, a user may be alowed to create a policy and view reports, but not allowed to edit users and
groups. Y ou can use Ranger to set up and manage access to Hadoop services.

Ranger enables you to create services for specific resources (HDFS, HBase, Hive, etc.) and add access policies to
those services. Ranger security zones enable you to organize service resources into multiple security zones. You

can also create tag-based services and add access policies to those services. Using tag-based policies enables you

to control access to resources across multiple components without creating separate services and policiesin each
component. Y ou can also use Ranger TagSync to synchronize the Ranger tag store with an external metadata service
such as Apache Atlas.

E Note:
Y ou can configure authorization using the Ranger Ul, REST APIs, or client libraries. For more information
about:

¢ Ranger REST APIs, see “Apache Ranger REST API: Resources’.
« Ranger client libraries, see “Using Ranger client libraries”.

Ranger in CDP has specific, internal groups and entities that affect user authorization and access to all servicesin
CDP.

In addition to any users, group, roles and permissions that you define using Ranger, you must understand the
following Ranger special entities:
" public" group
A special, internal group within Ranger that consists of all users, including future users.
Membership isimplicit and automatic.

Note: All usersbelong to "public" group. Any policies granted to this group provide
access to everyone.

The following, default policies give permissions to members of group "public”:

» al - database > public > create permission
» default database tables columns > public > create permission
» Information_schema database tables columns > public > select permission

Y ou can remove “public” from these default policiesto further restrict user access, based on your
security requirements.

{OWNER} special entity

A special Ranger entity attached to a user based on their actions. For example, when a user "bob"
creates atable, "bob" becomes the { OWNERY} of that table and would get any permissions provided
to { OWNER} on that table across all the policies. The following default policies have permissions
for {OWNER}:




Enabling Ranger HDFS plugin manually on a Data Hub

 al - database, table, column > { OWNER} > all permissions
» dl - database, table > { OWNER} > all permissions

e dl - database, udf > { OWNER} > al permissions

e al - database > { OWNER} > all permissions

Although not recommended, you can modify access to special entity { OWNER?}, based on your
security requirements. Removing the default { OWNER} permissions may require adding additional
specific policies for each object owner, which may increase your policy management operational
burden.

How to enable an HDFS plugin for Ranger, service-wide, on a Data Hub using Cloudera Manager.

The Ranger HDFS plug-in helpsto centralize HDFS authorization policies. Apache Ranger plugins validate the
access of auser against the authorization policies defined in the Apache Ranger policy administration server, and
stored in the HDFS service instance, aso called arepository. When you enable the Ranger HDFS plugin and an
HDFS service user attempts access, Ranger checks whether a policy exists granting or denying the user access. If no
policy exists, Ranger defaults to use the native permissions model in HDFS. Access control rules configured through
this combination of Ranger HDFS plugin and native file system permissions apply.

To enable users define Ranger authorization polices, using an HDFS service plugin:

1. InaDataHub, goto Cloudera Manager HDFS Configuration .




Enabling Ranger HDFS plugin manually on a Data Hub

2. In Search, type Ranger Service, then click the box to enable the hdfs (service-wide) parameter for Ranger Service.

L D=RA
llol] f/la?:ger ranger-ly31f3
EE R
Clusters
Status  Instances  Configuration ~ Commands  Charts Library ~ Cache Statistics ~ Quick Links ~
Hosts
A Diag S Q Ranger Service @ Filters  Role Groups History & Rollback
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o
% ranger_service ranger-681788
hdfs (Service-Wide) 4 |
Ranger Service Name hdfs (Service-Wide) 6]
ranger.plugin.hdfs.service.name {{GENERATED_RANGER_SERVICE_NAME}}
£ ranger_plugin_service_name
Enable Ranger Authorization (] hdfs (Service-Wide) 6]
% enable_ranger_authorization
Ranger DFS Audit Path hdfs (Service-Wide) (0]
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CATEGORY & ranger_audit_hdfs_dir ${ranger_base_audit_url}/hdfs
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J/A7A0),

A stale configuration icon displays for the hdfs service.

0 Cg} hdfs Actions =

Stale Configuration: Restart

Status Instances needed

3. Beforerestarting Hdfs service for stale configurations, choose HDFS Actions Create Ranger Repository . After
progress compl etes, close the Create Repository dialog.

4. Now proceed to restart the Hdfs service. Click HDFS Actions Restart . After progress completes, close the
Restart dialog.

5. Onthe DataLake, log into Ranger.
6. Goto Admin Web Ul Access Manager .




Ranger Policies Overview

7. In Service Manager HDFS, confirm that (DataHub cluster name)_hdfs appears.

Figure 3: Confirming HDFS plugin added
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8. Goto Audit Plugins.

Results

Confirm that the Http response code for the Ranger Hdfs plugin enabled on the DataHub Hdfs service displays 200

(successful).

Figure 4: Confirming successful http response
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Ranger Policies Overview

Ranger has two types of policies: resource-based and tag-based.




Ranger Policies Overview

Ranger enables you to configure resource-based services (HDFS, HBase, Hive, etc.) and add access policies to those
services.

Ranger enables you to create tag-based services and add access policies to those services.

Ranger enables you to create tag-based services and add access policies to those services.

« Animportant feature of Ranger tag-based authorization is the separation of resource-classification from access-
authorization. For example, resources (HDFS file/directory, Hive database/table/column etc.) containing sensitive
data such as social security numbers, credit card numbers, or sensitive health care data can be tagged with Pl1/
PCI/PHI — either as the resource enters the Hadoop ecosystem or at alater time. Once aresource is tagged, the
authorization for the tag would be automatically enforced, thus eliminating the need to create or update policies
for the resource.

» Using tag-based policies also enables you to control access to resources across multiple Hadoop components
without creating separate services and policies in each component.

» Tag details are stored in atag store. Ranger TagSync can be used to synchronize the tag store with an external
metadata service such as Apache Atlas.

Details of tags associated with resources are stored in atag store. Apache Ranger plugins retrieve the tag details
from the tag store for use during policy evaluation. To minimize the performance impact during policy evaluation (in
finding tags for resources), Apache Ranger plugins cache the tags and periodically poll the tag store for any changes.
When a change is detected, the plugins update the cache. In addition, the plugins store the tag detailsin alocal cache
file—just asthe policies are stored in alocal cache file. On component restart, the plugins will use the tag data from
thelocal cachefileif the tag store is not reachable.

Apache Ranger plugins download the tag detail s from the store managed by Ranger Admin. Ranger Admin persists
thetag detailsin its policy store and provides a REST interface for the plugins to download the tag details.

Ranger Tags can have attributes. Tag attribute values can be used in Ranger tag-based policies to influence the
authorization decision.

For example, to deny access to aresource after a specific date:

1. Addthe EXPIRES ON tag to the resource.

2. Add an exipry_date tag attribute and set its value to the expiry date.

3. Create aRanger policy for the EXPIRES_ON tag.

4. Add acondition in this policy to deny access when the date specified the in expiry_date tag attribute is later than
the current date.

Note that the EXPIRES_ON tag policy is created as the default policy in tag service instances.

Ranger TagSync is used to synchronize the tag store with an external metadata service such as Apache Atlas.
TagSync is adaemon process similar to the Ranger UserSync process.




Ranger Policies Overview

Ranger TagSync receives tag details from Apache Atlas via change notifications. As tags are added to, updated, or
deleted from resources in Apache Atlas, Ranger TagSync receives notifications and updates the tag store.

When authorizing an access request, an Apache Ranger plugin evaluates applicable Ranger policies for the resource
being accessed. The following diagram shows the details of the policy evaluation flow. More details on the stepsin
thisworkflow are provided in the subsequent sections.

Resource access

Reguest

Y

25580 resource

. Request allowed by
—No—» Reguestallowed bya ——No—3» sathtkoriat ea oy _I

a resource policy?

Request denied Request denied by
=No—Pp

by a tag policy? a resource policy? o

! B L tag policy?

Mo

Yes

DENY . DENY /
oW PASS-THROUGH

Apache Ranger Policy Evaluation Flow with Tags

Apache Ranger supports a service to register context enrichers, which are used to update context data to the access
request.

The Ranger Tag service, which is part of the tag-based policies feature, adds a context enricher named
RangerTagEnricher. This context enricher is responsible for finding tags for the requested resource and adding the
tag details to the request context. This context enricher keeps a cache of the available tags; while processing an access
request, it finds the tags applicable for the requested resource and adds the tags to the request context. The context
enricher keeps the cache updated by periodically polling Ranger Admin for changes.

Oncethelist of tags for the requested resource is found, the Apache Ranger policy engine evaluates the tag-based
policies applicable to the tags. If apolicy for one of these tag resultsin adeny, access will be denied. If none of
the tags are denied, and if apolicy allows for one of the tags, access will be allowed. If thereis no result for any
tag, or if there are no tags for the resource, the policy engine will evaluate the resource-based policies to make the
authorization decision.
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Ranger Policies Overview

Apache Ranger allows the use of custom conditions while evaluating authorization policies. The Apache Ranger
policy engine makes various regquest details — such as user, groups, resource, and context — available to the conditions.
Tagsin the request context, which are added by the enricher, are available to the conditions and can be used to
influence the authorization decision.

The default policy in tag service instances, the EXPIRES_ON tag, uses such condition to check to seeif the request
dateislater than the value specified in tag attribute expiry_date. This default policy does not work unless an
EXPIRES_ON tag has been created in Atlas.

Apache Ranger Wiki> Context Enrichers

The Apache Ranger access policy model consists of two major components. specification of the resources apolicy is
applied to, such as HDFS files and directories, Hive databases. tables. and columns, HBase tables, column-families,
and columns, and so on; and the specification of access conditions for specific users and groups

Apache Ranger supports the following access conditions:

* Allow
¢ Exclude from Allow
e Deny

e Exclude from Deny
These access conditions enable you to set up fine-grained access control policies.

For example, you can allow accessto a"finance" database to all usersin the "finance" group, but deny accessto all
usersin the "interns' group. Let's say that one of the members of the "interns' group, "scott", needs to work on an
assignment that requires access to the "finance" database. In that case, you can add an Exclude from Deny condition
that will allow user "scott" to access the "finance" database. The following image shows how this policy would be set
up in Apache Ranger:
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Apache Ranger policies are evaluated in a specific order to ensure predictable results (if thereis no access policy that
allows access, the authorization request will typically be denied). The following diagram shows the policy evaluation

work-flow:
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Using the Ranger Console
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Using the Ranger Console

This chapter contains an overview of the Ranger console.

¥
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Using the Ranger Console

How to access the Ranger console.

To access the Ranger Console, click the Ranger Admin web Ul link, enter your user name and password, then click
Signin.

Ranger

& Username:

& Password:

Ranger Console Home Page
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Using the Ranger Console

‘?ﬁ ‘Range,r UAccess Manager O Audit Security Zone £+ Settings ‘?‘ admin
Service Manager Security Zone :| Select Zone Name v Import & Export

= HDFS +MB = HBASE +@B  [=HIVE +@8
cm_hdfs ® @ cm_hbase ® @ cm_hive ® @
= YARN +04 = KNOX +064 = SOLR +04
cm_yarn ® @ cm_knox ® @ cm_solr ® @
= KAFKA + [ NIFI + [~ NIFI-REGISTRY +
cm_kafka ® @ cm_nifi ® @
[= ATLAS + = OZONE +
cm_atlas ® @ cm_ozone ® @

After you log in, your user name is displayed at the top right of the Ranger Console.

Ranger console navigation
Explains the basic Ranger console/GUI.
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Using the Ranger Console

The Service Manager for Resource Based Policies page is displayed when you log in to the Ranger Console. You
can use this page to create services for Hadoop resources (HDFS, HBase, Hive, etc.) and add access policies to

those resources.

&) Ranger UAccess Manager

Service Manager

Service Manager

DO Audit

Security Zone  #* Settings

Security Zone :| Select Zone Name

v Import Export

= HDFS +MEB  [=HBASE +®M8  [=HIVE +008
cm_hdfs ® @ cm_hbase ® @ cm_hive ® @ ﬂ
= YARN +MB = KNOX +MB [>SOLR +008
cm_yarn ® @ cm_knox ® @ cm_solr ® @ E
= KAFKA + = NIFI + = NIFI-REGISTRY +0
cm_kafka ® @ cm_nifi ® @
= ATLAS +@B = 0ZONE +
cm_atlas o @ cm_ozone e @

Clicking Access Manager in the top menu opens the Service Manager for Resource Based Policies page, and also
displays a submenu with links to Resource Based Policies, Tag Based Policies, and Reports (this submenu is also
displayed when you pass the mouse over the Access Manager link).

O Audit ## Settings

U Access Manager Security Zone

Ranger

Service Manag

Service Manz

I Resource Based Policies
» Tag Based Policies
A Reports

Access Manager > Resource Based Palicies -- Opens the Service Manager for Resource Based Policies page.

Y ou can use this page to create services for resources (HDFS, HBase, Hive, etc.) and add access policies to those
services.

Access Manager > Tag Based Palicies -- Opens the Service Manager for Tag Based Policies page. Y ou can use
this page to create tag-based services and add access policies to those services. Using tag-based policies enables
you to control access to resources across multiple components without creating separate services and policiesin
each component.

Access Manager > Reports -- Opens the Reports page. Y ou can use this page to generate user access reports for
resource and tag-based policies based on search criteria such as policy hame, resource, group, and user name.
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Using the Ranger Console

e Audit -- You can use the Audit page to monitor user activity at the resource level, and also to set up conditional
auditing based on users, groups, or time. The Audit page includes the Access, Admin, Login Sessions, Plugins,
Plugin Status, and User Sync tabs.

Ranger UAccess Manager [ Audit Security Zone £+ Settings

Access Admin Login Sessions Plugins Plugin Status User Sync

Q START DATE: 07/01/2019

» Security Zone -- Lets you organize resource and tag-based services and policies into separate security zones. You
can assign one or more administrators for each security zone. Security zone administrators can then create and
update policies for their security zone.

Ranger UAccess Manager [ Audit Security Zone  ## Settings

Security Zones +

e Settings -- Enables you to manage and assign policy permissions to users and groups. Clicking or passing the
mouse over Settings displays a submenu with links to the Users/Groups/Roles and Permissions pages.

Ranger UAccess Manager [ Audit Security Zone  ## Settings

=E' Users/Groups/Roles
Users/Groups/Roles

M Permissions

Users Groups Roles

User List

Q Search for your users...

User Name Email Address Role User Source
admin Admin Internal .
rangerusersync Admin Internal .
rangertagsync Admin Internal __
hive User m o)
cloudera-scm User m wh
httpfs User m it
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Resource-based Services and Policies

Ranger enables you to configure resource-based services for Hadoop components (e.g. HBase, Kafka, Storm, etc.)
and add access policiesto those services.

The Service Manager for Resource Based Policies page is displayed when you log in to the Ranger Console. Y ou
can also access this page by selecting Access Manager > Resource Based Policies. Y ou can use this page to create
services for Hadoop resources (HDFS, HBase, Hive, etc.) and add access policies to those resources.

To add a new resource-based service, click the Add icon ( ) in the applicable box on the Service Manager
page. Enter the required configuration settings, then click Add.

To edit aresource-based service, click the Edit icon ( i ) at the right of the service. Edit the service settings,
then click Save to save your changes.

To delete aresource-based service, click the Deleteicon (ﬁ) at the right of the service. Deleting a service also
deletes all of the policiesfor that service.

%’ “Range,r UAccess Manager [ Audit Security Zone % Settings

Service Manager Security Zone :| Select Zone Name v | @import  EExport
EHDFS +B4 BHBASE +HB6 &HIVE +434a
cm_hdfs ® @ cm_hbase ® @ cm_hive ® @

Add
= YARN +M@EB > KNOX +&0 _ee Edit +086
cm_yarn ® @ cm_knox @ (@ No M Delete ® @ n
B KAFKA + B NIFI + & NIFI-REGISTRY +
cm_kafka ® @ cm_nifi ® @ n
[ ATLAS +MB > 0ZONE +m6
cm_atlas ® @ cm_ozone ® @ ﬂ
How to add an ADLS service.
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Procedure

1
On the Service Manager page, click the Add icon (+ ) next to HDFS.

The Create Service page appears.

Vil Ranger UAccess Manager [ Audit Security Zone ¥ Settings |?‘ admin

Create Service

Service Details :

Service Name *

Display Name

Description

Active Status @ Enabled (O Disabled

Select Tag Service ‘ Select Tag Service

Config Properties :

Username

Password

Common Name for Certificate
ADLS Data Location

ADLS Logs Location

Ranger audits Location

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 1: Service Details

Field name Description

Service Name The name of the service (required).
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description
Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto ADLS.

Table 2: Configuration Properties

Field name ‘ Description ‘
Username The end system user name that can be used for connection.

Password The password for the user name entered above.

Common Name For Certificate The common name of the certificate.

ADLS Data Location The path to the data storage location.

ADLS Logs Location The path to the logs storage location.

Ranger Audits Location The HDFS path to the Ranger audits storage location.

Add New Configurations Add any other new configurations.

3. Click Test Connection.
4. Click Add.

Configure aresource-based service: Atlas
How to add an Atlas service.
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Procedure
" +

On the Service Manager page, click the Add icon ( ) next to Atlas.
The Create Service page appears.

Ranger UAccess Manager O Audit Security Zone % Settings

‘y.‘ admin

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service Select Tag Service v ]
Config Properties :
Username * admin
Password * | sesseses

atlas.rest.address * http://localhost:21000

Common Name for Certificate

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 3: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto Atlas.

Table 4: Configuration Properties

Field name ‘ Description ‘
Username The end system username that can be used for connection.

Password The password for the username entered above.

atlas.rest.address Atlas host and port: : http://atlas_host_ FQDN:21000.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: HBase
How to add an HBase service.

22



Resource-based Services and Policies

Procedure

1

On the Service Manager page, click the Add icon ( ) next to HBase.
The Create Service page appears.

Ranger U Access Manager [ Audit Security Zone £+ Settings ‘?‘ admin

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled ) Disabled

Select Tag Service Select Tag Service v ‘
Config Properties :
Username * admin
Password * | sesessee
hadoop.security.authentication * Simple s

hbase.master.kerberos.principal
hbase.security.authentication * Simple v
hbase.zookeeper.property.clientPort * 2181
hbase.zookeeper.quorum *
zookeeper.znode.parent * /hbase
Common Name for Certificate

Add New Configurations Name Value

Test Connection

Cancel

2. Enter the following information on the Create Service page:

Table 5: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.

Description A description of the service.
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Field name Description

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto HBase.

Table 6: Configuration Properties

Field name Description

Username The end system username that can be used for connection.

Password The password for the username entered above.

hadoop.security.authorization The complete connection URL, including port and database name.
(Default port: 10000.) For example, on the sandbox, jdbc:hive2://
sandbox:10000/.

hbase.master.kerberos.principal The Kerberos principal for the HBase Master. (Required only if
Kerberos authentication is enabled.)

hbase.security.authentication As noted in the hadoop configuration file hbase-site.xml.

hbase.zookeeper.property.clientPort As noted in the hadoop configuration file hbase-site.xml.

hbase.zookeeper.quorum As noted in the hadoop configuration file hbase-site.xml.

zookeeper.znode.parent As noted in the hadoop configuration file hbase-site.xml.

Common Name for Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: HDFS
How to add an HDFS service.
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Procedure

1
On the Service Manager page, click the Add icon ( ) next to HDFS.

The Create Service page appears.

Ranger UAccess Manager [ Audit Security Zone £+ Settings ‘y.‘ admin

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service ‘ Select Tag Service v ]
Config Properties :
Username * admin
Password * | sssesese
Namenode URL * o
Authorization Enabled No 4

Authentication Type * Simple

«

hadoop.security.auth_to_local

dfs.datanode.kerberos.principal

dfs.namenode.kerberos.principal

dfs.secondary.namenode.kerberos.principal

RPC Protection Type Authentication

<«

Common Name for Certificate

Add New Configurations Name Value

Test Connection

Add Cancel

S

2. Enter the following information on the Create Service page:

Table 7: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
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Field name Description

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto HDFS.

Table 8: Configuration Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.
NameNode URL hdfs://INAMENODE_FQDN:8020

Thelocation of the Hadoop HDFS service, as noted in the hadoop
configuration file core-sitexml OR (if thisisaHA environment) the
path for the primary NameNode.

Thisfield was formerly named fs.defaultFS.

Authorization Enabled Authorization involves restricting access to resources. |f enabled,
user need authorization credentials.

Authentication Type The type of authorization in use, as noted in the hadoop
configuration file core-site.xml; either simple or Kerberos. (Required
only if authorization is enabled).

Thisfield was formerly named hadoop.security.authorization.

hadoop.security.auth_to_local Maps the login credential to a username with Hadoop; use the value
noted in the hadoop configuration file, core-site.xml.

dfs.datanode.kerberos.principal The principal associated with the datanode where the service resides,
as noted in the hadoop configuration file hdfs-site.xml. (Required
only if Kerberos authentication is enabled).

dfs.namenode.kerberos.principal The principal associated with the NameNode where the service
resides, as noted in the hadoop configuration file hdfs-site.xml.
(Required only if Kerberos authentication is enabled).

dfs.secondary.namenode.kerberos.principal The principal associated with the secondary NameNode where
the service resides, as noted in the hadoop configuration file hdfs-
sitexml. (Required only if Kerberos authentication is enabled).

RPC Protection Type Only authorised user can view, use, and contribute to a dataset. A
list of protection values for secured SASL connections. Values:
Authentication, Integrity, Privacy

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4. Click Add.

Configure aresource-based service: Hive
How to add a Hive service.
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Procedure

1
On the Service Manager page, click the Add icon (+ ) next to Hive.

The Create Service page appears.

ccess Manager udit %) Security Zone ettings 'a admin
Ranger va M O Audi Security Z & Seti & admi

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service Select Tag Service v
Config Properties :
Username * admin
Password * | sseesees
jdbc.driverClassName * org.apache.hive.jdbc.HiveDriver
jdbe.url * [i]

Common Name for Certificate

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 9: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto Hive.

Table 10: Configuration Properties

Field name ‘ Description ‘

Username The end system username that can be used for connection.

Password The password for the username entered above.

jdbc.driver ClassName The full classname of the driver used for Hive connections. Defaullt:
org.apache.hive.jdbc.HiveDriver

jdbe.url The complete connection URL, including port and database name.
(Default port: 10000.) For example, on the sandbox, jdbc:hive2://
sandbox:10000/.

Common Name For Certificate The name of the certificate.
Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: Kafka
How to add a Kafka service.
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Procedure

1
On the Service Manager page, click the Add icon ( ) next to Kafka.

The Create Service page appears.

Ranger UAccess Manager O Audit Security Zone $ Settings ‘?‘ admin

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service { Select Tag Service v ‘
Config Properties :
Username * admin
Password * | sssssene
Zookeeper Connect String * localhost:2181

Ranger Plugin SSL CName

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 11: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description
Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto Kafka.

Table 12: Configuration Properties

Field name ‘ Description ‘
Username The end system username that can be used for connection.
Password The password for the username entered above.
ZooK eeper Connect String Defaults to localhost:2181 (Provide FQDN of zookeeper host :
2181).
Ranger Plugin SSL CName Provide common.name.for.certificate which is registered with

Ranger (in Wire Encryption environment).

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: Knox
How to add a Knox service.
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Procedure

1
On the Service Manager page, click the Add icon (+ ) next to Knox.

The Create Service page appears.

Ranger UAccess Manager O Audit Security Zone £+ Settings |?‘ admin

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service { Select Tag Service v J
Config Properties :
Username * admin
Password * | eseesees
knox.url *

Common Name for Certificate

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 13: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name Description

Select Tag Service Select atag-based service to apply the service and its tag-based
policies to Knox.

Table 14: Configuration Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

knox.url The Gateway URL for Knox.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: NiFi
How to add a NiFi service.
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Procedure

1

On the Service Manager page, click the Add icon (+ ) next to NiFi.
The Create Service page appears.

Ran er UAccess Manager O Audit %) Security Zone ¥ Settings % admin
(V]

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service Select Tag Service A
admin| Q
Config Properties : No tag service found.

NiFi URL * http://localhost:8080/nifi-api/res @

«

Authentication Type * None

Keystore

Keystore Type admin

Keystore Password censenen

Truststore

Truststore Type

Truststore Password

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 15: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description
Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto NiFi.

Table 16: Configuration Properties

Field name ‘ Description ‘

NiFi URL The complete NiFi host URL.

Authentication Type Noneor SSL.

Keystore The keystore to use when Ranger makes an https connection to NiFi.
This keystore contains the certificate that represents the Ranger
server.

Keystore Type The keystore type (JKS or PKCS12).

Keystore Password The keystore password.

Truststore The truststore to use when Ranger makes an https connection
to NiFi. Thistruststore contains the public key of the certificate
authority that signed the NiFi server certificates.

Truststore Type The truststore type (JKS or PKCS12).

Truststore Password The truststore password.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: NiFi Registry
How to add a NiFi Registry service.
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Procedure

1
On the Service Manager page, click the Add icon ( ) next to NiFi Registry.
The Create Service page appears.

Ran er UAccess Manager O Audit %) Security Zone ¥ Settings % admin
(V]

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service { Select Tag Service

Config Properties :

NiFi Registry URL * http://localhost:18080/nifi-regist @

<«

Authentication Type * None
Keystore

Keystore Type admin

Keystore Password LOTTen
Truststore
Truststore Type
Truststore Password

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 17: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name ‘ Description
Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto NiFi.

Table 18: Configuration Properties

Field name ‘ Description ‘
NiFi Registry URL The complete NiFi Registry URL.

Authentication Type Noneor SSL.

Keystore The keystore to use when Ranger makes an https connection to the

NiFi Registry. This keystore contains the certificate that represents
the Ranger server.

Keystore Type The keystore type (JKS or PKCS12).
Keystore Password The keystore password.
Truststore The truststore to use when Ranger makes an https connection to

the NiFi Registry. Thistruststore contains the public key of the
certificate authority that signed the NiFi server certificates.

Truststore Type The truststore type (JKS or PKCS12).
Truststore Password The truststore password.
Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: S3
How to add an Amazon S3 service.
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Procedure

1
On the Service Manager page, click the Add icon ( ) next to S3.

The Create Service page appears.

%’ / Rang-er U Access Manager [ Audit (%) Security Zone £+ Settings ‘?‘ admin v

Create Service

Service Details :

Service Name *

Display Name

Description

Active Status O Enabled ' Disabled

Select Tag Service

Select Tag Service v

Config Properties :

Add New Configurations Name Value

+

Audit Filter :

Is Audited Access Result Resources Operations Permissions Users Groups Roles
No Audit Filter Data Found !!
+

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 19: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Display Name An optional display name for the service.

Description A description of the service.

Active Status Enabled or Disabled.
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Field name

Description

Select Tag Service Select atag-based service to apply the service and its tag-based

policiesto S3.

Table 20: Configuration Properties

Field name Description

Add New Configurations Add any other new configuration(s).
3. Click Test Connection.
4. Click Add.

Configure aresource-based service: Solr
How to add a Solr service.

Procedure
1 I

On the Service Manager page, click the Add icon ( ) next to Solr.
The Create Service page appears.

Service Manager Create Service

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service [ Select Tag Service

Config Properties :

Username * admin

Password* | sesesees

Solr URL *

Ranger Plugin SSL CName

Add New Configurations Name Value

Test Connection

Add Cancel
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2. Enter the following information on the Create Service page:

Table 21: Service Details

Field name ‘ Description ‘

Service Name The name of the service; required when configuring agents.

Description A description of the service.

Active Status Enabled or Disabled.

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto Salr.

Table 22: Configuration Properties

Field name ‘ Description ‘
Username | The end system username that can be used for connection.

Password The password for the username entered above.

Solr URL http://Solr_host:8983

Ranger Plugin SSL CName Provide common.name.for.certificate which is registered with

Ranger (in Wire Encryption environment).

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configure aresource-based service: YARN
How to add a YARN service.
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Procedure

1
On the Service Manager page, click the Add icon (+ ) next to YARN.

The Create Service page appears.

Ranger UAccess Manager O Audit Security Zone £+ Settings .?‘ admin

Create Service

Service Details :

Service Name *

Description

Active Status @ Enabled () Disabled

Select Tag Service Select Tag Service v ]
Config Properties :
Username * admin
Password * | esseseee
YARN REST URL * (i}
Authentication Type Simple 5

Common Name for Certificate

Add New Configurations Name Value

Test Connection

Add Cancel

2. Enter the following information on the Create Service page:

Table 23: Service Details

Field name Description

Service Name The name of the service; required when configuring agents.
Description A description of the service.
Active Status Enabled or Disabled.
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Field name Description

Select Tag Service Select atag-based service to apply the service and its tag-based
policiesto YARN.

Table 24: Configuration Properties

Field name Description

Username The end system username that can be used for connection.
Password The password for the username entered above.

YARN REST URL Http or https://RESOURCEMANAGER_FQDN:8088.
Authentication Type The type of authorization in use, as noted in the hadoop

configuration file core-site.xml; either simple or Kerberos. (Required
only if authorization is enabled).

Thisfield was formerly named hadoop.security.authorization.

Common Name For Certificate The name of the certificate.

Thisfield is interchangeably named Common Name For Certificate
and Ranger Plugin SSL CName in Create Service pages.

Add New Configurations Add any other new configuration(s).

3. Click Test Connection.
4, Click Add.

Configuring resource-based policies

To view the policies associated with a service, click the service name on the Resource Based Policies Service
Manager page. The policies for that service will be displayed in alist, along with a search box.

« To add anew resource-based policy to the service, click Add New Poalicy.

&
To edit aresource-based policy, click the Edit icon ( ) for the service. Edit the policy settings, then click
Save to save your changes.

To delete aresource-based policy, click the Deleteicon (H) for the service.

Ranger UAccess Manager [ Audit Security Zone % Settings .?‘ admin

Service Manager cm_hbase Policies

List of Policies : cm_hbase

Q Search for your policy... o

Policy ID Policy Name Policy Labels Status Audit Logging Roles Groups Users Action
3 all - table, column-family, column - Enabled - - ® @
4 ATLAS_HBASE_TABLES - Enabled - = ® @

Related Information
Importing and exporting resource-based policies
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Configure aresource-based policy: ADLS
How to add a new policy to an ADL S service.

Procedure
1. On the Service Manager page, select an ADLS service.

The List of Policies page appears.

2. Click Add New Policy.
The Create Policy page appears.

%) Ranger UAccess Manager [ Audit Security Zone & Settings ly.‘ admin

cm_adls Policies Create Policy

Create Policy

Policy Details :
Policy Type @ @ Add Validity Period
Policy Name * o enabled .
Policy Label | Policy Label ‘

Storage Account * ‘ ‘

Storage Account Container ‘ ‘

*

add/edit permissions

Relative Path * m (JRead

[ Write

() Execute
Description
P (D Delete

() Delete Recursive
Audit Logging (O List
(J Move
() Modify Permissions
Allow Conditions : (O Modify Ownership
() Select/Deselect All

v x
Select Role Select Group Select User . gate Admin
Add

Select Users ‘ Permissions O n

Select Groups ‘

i | Select Roles ‘

3. Complete the Create Policy page as follows:

Table 25: Policy Details

Field Description

Policy Name Enter a unique policy name.
Active status Enabled or Disabled.
normal/override Enables you to specify an override policy. When override is selected,

the access permissions in the policy override the access permissions
in existing policies. This feature can be used with Add Validity
Period to create temporary access policies that override existing
policies.
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Field Description

Policy Label Specify alabel for this policy. Y ou can search reports and filter
policies based on these |abels.

Storage Account Specify the Azure storage account.
Storage Account Container Specify the Azure storage account container.
Relative Path Define the relative path for the policy folder/file. The default

recursive setting specifies that the resource path is recursive; you can
a so specify anon-recursive path.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).

Add Validity Period Specify astart and end time for the policy.

Table 26: Allow Conditions

Label Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

Select Group Specify the groups to which this policy applies.

To designate a group as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

The public group contains all users, so granting access to the public
group grants access to al users.

Select User Specify the users to which this policy applies.

To designate a user as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

Permissions Add or edit permissions: Read, Write, Execute, Delete, Delete
Recursive, List, Move, Modify Permissions, Modify Ownership,
Select/Deselect All.

Delegate Admin Y ou can use Delegate Admin to assign administrator privileges to the

roles, groups, or users specified in the policy. Administrators can edit
or delete the policy, and can also create child policies based on the

original policy.
4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. You can use Deny All Other Accessesto deny accessto all other users, groups, and roles other than those
specified in the allow conditions for the policy.

6. Click Add.

Configure aresource-based policy: Atlas
How to add a new policy to an existing Atlas service.

Procedure

1. Onthe Service Manager page, select an existing Atlas service.
The List of Policies page appears.
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2. Click Add New Poalicy.
The Create Policy page appears.

Rangel’ UAccess Manager [ Audit Security Zone ¥ Settings IV.A admin

cm_atlas Policies Create Policy

Create Policy

Policy Details :
Policy Type @ Add Validity Period
Policy Name * (i} normal )
Policy Label Policy Label ‘
r
v type-category ‘ M
entity-type
atlas-service
relationship-type ‘ m )
L
Description

Audit Logging @

Allow Conditions :

Select Role Select Group Select User Permissions Delegate Admin

1 Select Roles ‘
(

Select Groups ‘

Select Users Add Permissions = + n

3. Complete the Create Policy page asfollows:
Table 27: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory.

normal/override Enables you to specify an override policy. When override is selected,
the access permissions in the policy override the access permissions
in existing policies. This feature can be used with Add Validity
Period to create temporary access policiesthat override existing

policies.
type-category Select type-category, entity-type, atlas-service, or relationship-type.
Description (Optional) Describe the purpose of the policy.
Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).
Policy Label Specify alabel for this policy. Y ou can search reports and filter

policies based on these |abels.
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Description

Add Validity Period Specify astart and end time for the policy.

Table 28: Allow Conditions

L abel Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

Select Group Specify the groups to which this policy applies.

To designate a group as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

The public group contains all users, so granting access to the public
group grants access to al users.

Select User Specify the users to which this policy applies.

To designate a user as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

Permissions Add or edit permissions: Create Type, Update Type, Delete Type,
Select/Deselect All.
Delegate Admin Y ou can use Delegate Admin to assign administrator privileges to the

roles, groups, or users specified in the policy. Administrators can edit
or delete the policy, and can also create child policies based on the

original policy.
4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. You can use Deny All Other Accessesto deny accessto all other users, groups, and roles other than those
specified in the allow conditions for the policy.

6. Click Add.

Related Information
Wildcards and variables in resource-based policies

Configure aresource-based policy: HBase
How to add a new policy to an existing HBase service.

Procedure
1. On the Service Manager page, select an existing HBase service.
The List of Policies page appears.
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Click Add New Policy.

The Create Policy page appears.

UAccess Manager

O Audit

Security Zone

# Settings

|?‘ admin

Ranger

cm_hbase Policies Create Policy

Create Policy

Complete the Create Policy page as follows:

Table 29: Policy Details

Label

Policy Name

Policy Details :
Policy Type [ ® Add Validity Period
Policy Name * (i} normal
Policy Label Policy Label ‘
HBase Table * ‘ ‘ m
HBase Column-family * ‘ ‘ m)
HBase Column * ‘ ‘ m}
Description
4
Audit Logging @
Allow Conditions :
Select Role Select Group Select User Delegate Admin
Select Roles ‘ Select Groups ‘ Select Users Add Permissions  + - n

Description

Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory.

normal/override

Enables you to specify an override policy. When override is selected,
the access permissions in the policy override the access permissions
in existing policies. This feature can be used with Add Validity
Period to create temporary access policies that override existing
policies.

HBase Table

Select the appropriate database. Multiple databases can be selected
for aparticular policy. Thisfield is mandatory.

HBase Column-family

For the selected table, specify the column families to which the
policy applies.

HBase Column

For the selected table and column families, specify the columnsto
which the policy applies.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy isaudited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. Y ou can search reports and filter

policies based on these labels.
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Description

Add Validity Period Specify astart and end time for the policy.

Table 30: Allow Conditions

L abel Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

Select Group Specify the groups to which this policy applies.

To designate agroup as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

The public group contains all users, so granting access to the public
group grants access to all users.

Select User Specify the users to which this policy applies.

To designate a user as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

Permissions Add or edit permissions: Read, Write, Create, Admin, Select/
Deselect All.
Delegate Admin Y ou can use Delegate Admin to assign administrator privileges to the

roles, groups, or users specified in the policy. Administrators can edit
or delete the policy, and can also create child policies based on the
original policy.

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of thelist is applied first, then the second, then the third, and so on.

5. You can use Deny All Other Accessesto deny accessto all other users, groups, and roles other than those
specified in the allow conditions for the policy.

6. Click Add.

What to do next
Provide User Access to HBase Database Tables from the Command Line

HBase provides the means to manage user access to HBase database tables directly from the command line. The most
commonly-used commands are;

 GRANT
Syntax:

grant ' <user-or-group>','<pernissions>,'<table>

For example, to create a policy that grants userl read/write permission on the table usertable, the command would
be:

grant 'userl','RW, 'usertabl e’

The syntax is the same for granting CREATE and ADMIN rights.
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+ REVOKE
Syntax:

revoke ' <user-or-group>',' <usertabl e>'
For example, to revoke the read/write access of userl to the table usertable, the command would be:

revoke 'userl1','usertabl e

IS Note:

Unlike Hive, HBase has no specific revoke commands for each user privilege.

Wildcards and variables in resource-based policies

How to add a new policy to an existing HDFS service.

Through configuration, Apache Ranger enables both Ranger policies and HDFS permissions to be checked for a user
reguest. When the NameNode receives a user request, the Ranger plugin checks for policies set through the Ranger
Service Manager. If there are no policies, the Ranger plugin checks for permissions set in HDFS.

We recommend that permissions be created at the Ranger Service Manager, and to have restrictive permissions at the
HDFSlevel.

1. On the Service Manager page, select an existing HDFS service.
The List of Policies page appears.
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2. Click Add New Policy.
The Create Policy page appears.

Ranger UAccess Manager [ Audit Security Zone %+ Settings .?‘ admin

cm_hdfs Policies Create Policy

I Create Policy

i

Policy Details :

Policy Type ([ @ Add Validity Period

Policy Label | Policy Label

Description

add/edit permissions
Audit Logging @
(O Read
) Write
Allow Conditions : Execute
Select/Deselect All |
, .
Select Role Select Group Select User Delegate Admin
—
Select Roles ‘ Select Groups ‘ Select Users ‘ Add Permissions  + u n
+

3. Complete the Create Policy page asfollows:
Table 31: Policy Details

Field Description

Policy Name Enter a unique name for this policy. The name cannot be duplicated
anywhere in the system.

normal/override Enables you to specify an override policy. When override is selected,
the access permissionsin the policy override the access permissions
in existing policies. This feature can be used with Add Validity
Period to create temporary access policies that override existing
policies.

Resource Path Define the resource path for the policy folder/file. The default
recursive setting specifies that the resource path is recursive; you can
also specify anon-recursive path.

Description (Optional) Describe the purpose of the policy.

Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).

Policy Label Specify alabel for this policy. Y ou can search reports and filter

policies based on these | abels.
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Description

Add Validity Period Specify astart and end time for the policy.

Table 32: Allow Conditions

L abel Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

Select Group Specify the groups to which this policy applies.

To designate a group as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

The public group contains all users, so granting access to the public
group grants access to al users.

Select User Specify the users to which this policy applies.

To designate a user as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

Permissions Add or edit permissions: Read, Write, Execute, Select/Deselect All.

Delegate Admin Y ou can use Delegate Admin to assign administrator privileges to the
roles, groups, or users specified in the policy. Administrators can edit
or delete the policy, and can also create child policies based on the

original policy.

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. You can use Deny All Other Accesses to deny accessto all other users, groups, and roles other than those
specified in the allow conditions for the policy.

6. Click Add.

Related Information
Wildcards and variables in resource-based policies

Configure aresource-based policy: HadoopSQL
How to add a new policy to an existing Hive service.

Procedure
1. On the Service Manager page, select an existing HadoopSQL service.
The List of Policies page appears.
E Note: Service_nameremains cm_hive. Display name is HadoopSQL.
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Click Add New Policy.

The Create Policy page appears.

R Ranger U Access Manager [ Audit (%) Security Zone % Settings ‘?‘ admin ~
Hadoop SQL Policies Create Policy Last Response Time : 07/09/2021 03:38:09 PM
Create Policy

Policy Details:
Policy Type © Add Valdity Period
Policy Name * o Enabled (O LLLLE
Policy Label Policy Label
daose v Lciie @
we v Lviuce @
. add/edit permissions
column [ incluce @)
) select
O update
(O Create
Description () Drop
O Alter
Z
O Index
O Lock
Audit Logging @ ) O Al
O Read
O write
Allow Conditions: O ReplAdmin
O service Admin
| O Temporary UDF Admin
| O Refresh
Select Role Select Group O RW Storage Permissions Delegate Admin
. (O select/Deselect All Add
Select Roles Select Groups Select Users Permissions ] n
+

Complete the Create Policy page as follows:

Table 33: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This name cannot be duplicated
across the system. Thisfield is mandatory. The policy is enabled by
default.

normal/override Enables you to specify an override policy. When override is selected,

the access permissionsin the policy override the access permissions
in existing policies. This feature can be used with Add Validity
Period to create temporary access policies that override existing
policies.

Database Typein the agpplicable database name. The autocomplete feature
displays available databases based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access..
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table/udf Specifies atable-based or UDF-based policy.

Select table or udf, then type in the applicable table or UDF name.
The autocompl ete feature displays available tables based on the
entered text.

Include is selected by default to allow access. Select Exclude to deny
access.

column Type in the applicable column name. The autocomplete feature
displays available columns based on the entered text.

Include is selected by default to allow access. Select Exclude to deny
access.

URL Specify the cloud storage path (for example s3a://dev-admin/demo/
campaigns.txt) where the end-user permission is needed to read/write
the Hive data from/to a cloud storage path.

Permissions: READ operation on the URL permits the user to
perform HiveServer2 operations which use S3 as data source for
Hive tables. WRITE operation on the URL permits the user to
perform HiveServer2 operations which write data to the specified S3
location.

URI Hive INSERT OVERWRITE queries require a Ranger URI policy
to allow write operations, even if the user has write privilege granted
through HDFS palicy.

Failure to specify thisfield will result in the following error: Error

while compiling statement: FAILED: HiveAccessControl Ex
ception Permission denied: user [jdoe] does not have [WRITE]
privilege on [/tmp/*] (state=42000,code=40000)

Example value: /tmp/*

Description (Optional) Describe the purpose of the policy.

Hive Service Name hiveservice is used only in conjunction with Permissions=Service
Admin. Enables a user who has Service Admin permission in Ranger
to run thekill query API: kill query <querylD> . Supported
value: *. (Required)

Audit Logging Specify whether this policy is audited. (De-select to disable
auditing).
Policy Label Specify alabel for this policy. Y ou can search reports and filter

policies based on these labels.

Add Validity Period Specify astart and end time for the policy.

Table 34: Allow Conditions

Description

Select Role Specify the roles to which this policy applies.

To designate arole as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.
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Label Description

Select Group Specify the groups to which this policy applies.

To designate agroup as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can also
create child policies based on the original policy.

The public group contains all users, so granting access to the public
group grants access to all users.

Note: Users have Select permission on Hive tables (only)
E by default. If you want to use Spark to access Hive tables,
you must :

» grant database-only, Select permission for the table's
database to let Spark access table data

Select User Specify the users to which this policy applies.

To designate auser as an Administrator, select the Delegate Admin
check box. Administrators can edit or delete the policy, and can aso
create child policies based on the original policy.

Permissions Add or edit permissions: Select, Update, Create, Drop, Alter, Index,
Lock, All, ReplAdmin, Service Admin, Temp UDF Admin, Refresh,
RW Storage, Select/Deselect All.

Service Admin is used in conjunction with Hive Service Name and
the kill query API: kill query <query|D>

Delegate Admin Y ou can use Delegate Admin to assign administrator privilegesto the
roles, groups, or users specified in the policy. Administrators can edit
or delete the policy, and can also create child policies based on the
original policy.

4. You can usethe Plus (+) symbol to add additional conditions. Conditions are evaluated in the order listed in the
policy. The condition at the top of the list is applied first, then the second, then the third, and so on.

5. You can use Deny All Other Accesses to deny accessto al other users, groups, and roles other than those
specified in the alow conditions for the policy.

6. Click Add.

What to do next
Provide User Access to Hive Database Tables from the Command Line

Hive provides the means to manage user access to Hive database tables directly from the command line. The most
commonly-used commands are;

« GRANT
Syntax:

grant <perm ssions> on table <table> to user <user or group>;

For example, to create a policy that grants userl SELECT permission on the table default-hivesmoke22074, the
command would be;

grant select on table default.hivesnoke22074 to user userl1;

The syntax isthe same for granting UPDATE, CREATE, DROP, ALTER, INDEX, LOCK, ALL, and ADMIN
rights.
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+ REVOKE
Syntax:

revoke <permi ssions> on table <table> from user <user or group>;
For example, to revoke the SEL ECT rights of userl to the table default.hivesmoke22074, the command would be;
revoke select on table default.hivesmoke22074 from user user1;

The syntax is the same for revoking UPDATE, CREATE, DROP, ALTER, INDEX, LOCK, ALL, and ADMIN
rights.

Wildcards and variables in resource-based policies

How to configure a policy that allows authorized users to create data tables using storage-handlers.

Ranger includes “ storage-type”’ and “ storage-url” resources in HadoopSQL Service that support only the permission
“RW Storage” permission. Ranger authorizes a user that creates or alters atable against this resource policy. A

user having the required “RW Storage” permission on the resource representing the storage-type and storage-url, is
allowed to create/alter the table in the respective storage.

1. On the Service Manager page, select HadoopSQL service.
The List of Policies HadoopSQL page appears.
E Note: Service_name remains cm_hive. Display nameis HadoopSQL .
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2. Tocreate anew policy, click Add New Policy.
a) On Create Policy click storage-type as shown in the following example:

% Ra nger UAccess Manager [ Audit Security Zone % Settings

Create Policy

Last Response Time : 07/12/2021 11:15:15 AM

‘?‘ admin ~

Description

storage handler policy for
HadoopSQL

N

Audit Logging ﬁ )

Allow Conditions:

Policy Details:
LG CI Access | © Add Validity Period
Policy Name test storage handler policy (i} Gl ( Normal
database
url Policy Label
hiveservice
global
/ storage-type i o
Storage URL * = m
x )

Select Roles Select Groups

Select Role Select Group Select User

Permissions Delevate
Admin
RW Storage

% hive | | x beacon | | x dpprofiler

% hue | | x admin | | x impala

b) Complete the required* fields.

¢) InAllow Conditions, select users, then add the RW Storage permission, as shown in the preceeding example.

d) Scrall to the bottom of Create Policy, then click Add.
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To configure an existing policy named all - storage-type, storage-url, click Edit.

R/ Ranger UAccessManager [} Audit (DSecurityZone & Settings % admin ~
Last Response Time : 07/09/2021 04:58:42 PM
Edit Policy

Policy Details:
PolicyD ()
Policy Name * all - storage-type, storage-url ) GEZEL)  (Normal)
Policy Label Policy Label
storagety, v =
Storage URL*™ [+ Pinciude @)

Description Policy for all - storage-type, storage-url

AudtLogging (Y )

Allow Conditions:

Select Role Select Group Select User Permissions Delegate Admin
 hive | | x beacon | | x dpprofiler
Select Roles Select Groups [ Fw storage |93 B
% hue| [ admin| [x impaa) e

+

Complete the Edit Policy page as follows:

Table 35: Policy Details

Field Description

Policy Name Enter an appropriate policy name. This hame cannot be duplicated
across the system. Thisfield is mandatory. The policy is enabled by
default.

normal/override Enables you to specify an override policy. When override is selected,

the access permissionsin the policy override the access permissions
in existing policies. This feature can be used with Add Vaidity
Period to create temporary access policies that override existing
policies.

Policy Label Specify alabel for this policy. Y ou can search reports and filter
policies based on these | abels.

storage-type Type in the applicable storage type.

* allows athorizes users to create any table in the spcified storage
type..

storage url Type in the applicable storage url

* allows athorizes users to create any table in the spcified storage url.
Select E